Duty to provide information to
visitors

This document contains general information to fulfill the duty to provide
information to visitors according to the GDPR, as well as factors that can be
taken into account when using Indivd X.



Background

Article 12 of the GDPR says that the data controller shall take appropriate
measures to provide the data subject with all information to be provided if the
personal data is collected from the data subject. The information must be
provided in a concise, transparent, intelligible and easily accessible form.
Furthermore, the principle of transparency in Article 5 (1) (a) states that
personal data must be processed lawfully, fairly and in a transparent manner
in relation to the data subjects.

Article 13 of the GDPR states the information to be provided if personal data is
collected from the data subject. There are no exceptions to Article 13. However,
the controller may provide information in different layers, where the first layer in
relation to camera surveillance usually consists of a sign with the most
important information at an overall level. Complete information can be
provided, for example, on a website or in a brochure which acts as the second
layer of information. The information in the second layer should not come as a
surprise to the people to whom the information is addressed.

As Indivd is a new technology, where complex concepts such as Al, neural
networks and anonymisation become relevant, the need to be clear to those
registered is of particular importance.

We have used publicly available information from the Swedish Data Protection
Authority and the European Data Protection Board to produce this document.
An impact assessment has been carried out for the product, Indivd X, with
subsequent prior consultation, which resulted in a positive decision on 26 June
2020.

The information in the document does not constitute legal advice and we
encourage you to seek such support if necessary.
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https://gdpr-info.eu/art-12-gdpr/
https://gdpr-info.eu/art-5-gdpr/
https://gdpr-info.eu/art-13-gdpr/

First layer - Information on sign

The sign must be placed at eye level at the entrance to the relevant location, so
that the registered can get the information before entering the area. If there are
several different entrances to the areq, each entrance should have a separate
sign.

Furthermore, the European Data Protection Boards guidelines on the processing
of personal data with video devices must be followed.

The following information must be included on the sign:

1.

The identity of the personal data controller and, where applicable, the
representative.

Contact information for the personal data controller, including any data
protection representatives.

Information about the processing that has the greatest consequences for
the data subject.

Purpose of the processing, including that the visitors' faces will be analyzed
and then categorized for the purposes you have decided.

Information about the data subject's rights.

If the surveillance material is stored outside the EU, long storage times,
real-time surveillance or if sound is recorded.

Information / links to the second layer, for example via a gr code or web link
to the second layer of information and | or reference to a brochure in the
location.

The sign shall clearly state the data subjects’ rights, including how the data
subjects may object to the processing according to Article 21 of the General
Data Protection Regulation, have access to their personal data and request
that they be deleted.
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https://edpb.europa.eu/sites/edpb/files/files/file1/edpb_guidelines_201903_video_devices.pdf

Example on a sign in Swedish:

Namn pa personuppgiftsansvarig (och om tillimpligt dennes féretridare)
Bolaget AB

Kontaktuppgifter, inklusive kontaktuppgifter till eventuellt
dataskyddsombud

Bolaget AB. Gatan 1, 123 45, Staden
www.bolagetse, +468 11111 11

Information om den behandling som har stérst konsekvenser for den
registrerade, till exempel lagringstid av inspelat material, Sverféring eller
publicering av bevakningsmaterial till tredje part:

Vi lagrar material i tre (3) dagar.

Andamal med kamerabevakningen

Ka mera beva kn i ng ! Vi kamerabevakar i syfte att férhindra och utreda brott.

yiterligare Information finns tillganglig via:

Registrerades rattigheter
E 'IEE » Affisch pa anslagstavla Som bevakad kan du utdva flera rittigheter, sdrskilt ritten att £ tillgdng till
- * Kundtjanst eller radering av dina personuppgifter.
I * varwebbsida: Férytterligare information om denna kamerabevakning, inklusive dina rittig-
E EI: www.bolaget.sef heter, se den personuppgiftsansvarigas fulla information genom de alternativ
kamerabevakning som finns presenterade till vénster.

Second layer

The second layer may consist of an information brochure which can be picked
up at the information desk, reception or checkout or which is available on a
poster.

The first layer needs to clearly refer to the second layer. If the best option in the
first layer is to refer to a digital source as a web page or QR code as the second
layer, the information should, according to the European Data Protection Board,
also be available non-digitally. It should also be possible to access the
information from the second layer without having to enter the environment
where the processing takes place, especially if the information is provided
digitally. Another suitable approach may be, for example, a telephone number.

The important thing, however, is that the information provided is all the
information required by Article 13 of the GDPR.
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Exempel pa éindamal med
behandlingen (Svenska)

Dessa dndamdl har beddémts inom ramen for fornandssamrddet med
Datainspektionen och Indivd AB férutsatter dérav att dessa stdmmer.

Forsté hur olika objekt i butiksmiljon (hyllor, géngar, inredning, entré,

skyltning, belysning m.m) attraherar intresse (uppmdrksammas, integreras

med, leder till konvertering) fréin besdkare fér att kunna géra férandringar

som leder till att butiksmiljén blir mer effektiv och relevant fér alla besdkare.

2. Foérstd var och ndr kder bildas (t.ex. kassor, omkladningsrum, toaletter,
kundtjénstdiskar) fér att kunna géra férandringar som leder till en
effektivisering av butiksdriften och minimering av kébildning.

3. Forstd hur besdksflédden sker for att kunna goéra férdndringar som leder till en
effektivisering av kundfléden i butiken.

4. Effektivisera den interna driften genom att forstd besdksfldden och darefter
anpassa bemanning pd olika platser/avdelningar i butikslokalen.

5. Forst& hur besékare navigerar i butikens planerade kundvarv (dvs. vilken vég
besdkarna tar i butiken) fér att kunna genomféra féréndringar som leder till
okad effektivitet och relevans av kundvarven.

6. Mojliggora tydligare jamfoérelser och dérmed forstd skillnader mellan olika
butiker, exempelvis véra butiksmiljders inverkan, kébildning, besoksfléden,
attraktiviteten av objekt, besdkares navigation i butikernas planerade
kundvarv m.m. fér att I&ra oss om skillnaderna och géra férédndringar som
leder till en effektivisering av vér organisations totala verksamhet.
Exempelvis sé skulle vi kunna genomféra tvé separata investeringar i tvd
butiker med liknande férutséttningar. | den ena butiken investerar vi i en
vidareutbildning till personalen och i den andra butiken investerar vii en ny
butiksinredning. Om resultaten av en s&dan studie skulle visa att det ar mer
gynnsamt i att ge personalen en vidareutbildning, sé skulle det kunna leda
till att vi omstrukturerar vdra investeringar och ékar effektiviteten av var
organisations totala verksamhet.

7. Mojliggora tydligare j@mforelser och ddrmed forsté skillnader mellan olika
butiker, exempelvis vara butiksmiljders inverkan, kébildning, besoksfléden,
attraktiviteten av objekt, besdkares navigation i butikernas planerade
kundvarv m.m. fér att effektivisera/anpassa planerade etableringar,
inklusive att identifiera nya stéider/omraden for etablering.

8. Mojliggora tydligare jamforelser och dérmed forstd skillnader mellan véra

butiker och andra butiker éver tid, exempelvis avseende butiksmiljéers

inverkan, attraktiviteten av objekt, kébildning, besdksfléden, attraktiviteten av

objekt, besékares navigation i butikernas planerade kundvarv m.m. fér att f&

och prova nya idéer och erbjudanden, exempelvis genom att introducera en

yogastudio eller |6parklubb for att 6ka var innovationskraft samt stérka var
konkurrenskraft. Exempelvis skulle insikter om att en stor andel av besékarna
ar attraherade av (uppmdarksammar, interagerar med) sportprodukter
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kunna leda oss till att tillfalligt prova lansera en I6parklubb i butiken. En
dterkommande aktivitet i butiken skulle kunna leda till att besdkare samlas
fér att springa och prata om I6pning i syfte om att starka butikens
varumarke mot den mdlgruppen. | och med en ékad férstdelse for skillnader,
attraktiviteten av objekt, besdksfldden osv. s kan vi férstd om detta var en
lénsam investering genom att férstéd om (i) fler besdkare besdker oss (i) nya
malgrupper besdker oss (iii) det leder till 5kad attraktivitet fér andra
produkter (iii) vi har en 6kad besdksfrekvens och en 6kad attraktivitet i
forhdllande till benchmark data vilket i sig leder till en 6kad konkurrenskraft.

Examples of purpose of the
processing (English)

These purposes have been assessed within the framework of the prior

consultation with the Swedish Data Protection Authority. We therefore
presuppose that these are correct.

Understand how different objects in the store environment (shelves, aisles,
furnishings, entrance, signage, lightings, etc.) attract interest (attention,
integracts with, leads to conversion) from visitors to be able to make
changes that lead to the store environment becoming more efficient and
relevant to all visitors.

2. Understand where and when queues are formed (e.g checkouts, dressing
rooms, toilets, customer service counters) in order to be able to make
changes that lead to a streamlining of store operations and minimization of
queue formations.

3. Understand how visitor flows take place in order to be able to make changes
that lead to a streamlining of customer flows in the store.

4. Streamline internal operations by understanding visitor flows and then
adapting staffing at different locations / departments in the store.

5. Understand how visitors navigate the store's planned visitor journey turns (i.e
which paths visitors walk in the store) in order to implement changes that
lead to increased efficiency and relevance of the visitor journey.

6. Enable clearer comparisons and thereby understand differences between

different stores, e.g the impact of our store environments, queuing, visitor

flows, the attraction of objects, visitors 'navigation in the stores’ planned
visitor journeys, etc. to learn about the differences and make changes that
lead to a streamlining of our organization's overall operations. We could, for
example, make two separate investments in two stores with similar
conditions. In one store we invest in education for the staff, and in the other
store we invest in a new store interior. If the results of such a study would
show that it is more favorable to provide our staff with more education, it
could lead us to restructure our investments and increase the efficiency of
our organization's overall operations.
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7. Enable clearer comparisons and thereby understand differences between
different stores, e.g the impact of our store environments, queuing, visitor
flows, the attraction of objects, visitors 'navigation in the stores’ planned
customer turns, etc. to streamline [ adapt planned establishments, including
identifying new cities / areas for establishment.

8. Enable clearer comparisons and thereby understand differences between
our stores and other stores over time, for example regarding the impact of
store environments, the attraction of objects, queuing, visitor flows, visitors
'navigation in the stores’, planned visitor journeys, etc. to get and try new
ideas and offers, e.g by introducing a yoga studio or running club to increase
innovation and strengthen our competitiveness. For example, insights that a
large proportion of visitors are attracted to (pay attention to, interact with)
sports products could lead us to temporarily try to launch a running club in
the store. A recurring activity in the store could lead to visitors gathering to
run and discuss running in order to strengthen the store's brand towards
that target group. With an increased understanding of differences, the
attractiveness of objects, visitor flows, etc. could lead to an increased
understand about the investment's profitability if (i) more visitors visit us (ii)
new target groups visit us (iii) it leads to increased attractiveness for other
products (iii) we have an increased frequency of visits and an increased
attractiveness in relation to benchmark data, which in itself leads to
increased competitiveness.

Contact us

Feel free to contact us at privacy@indivd.com if you have any questions or
concerns about the duty to provide information to visitors about the
processing.
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